Authorized agents and provider users
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DHS notifies provider organizations in the spring of their reporting year if they are required to report.
We send these notifications via email to authonzed agents (as defined under Minn. Stat. §245A. 02,
subd. 5a). We identify authorized agents based on licensing information and a person’s role in the
provider organization. A provider organization is not required to report costs every year. If an
authorized agent has not received a notification, then it is not their organization’s reporting year.

The online cost reporting system includes two types of accounts: authorized agent accounts and
provider user accounts. Every organization must have an authorized agent account. This page
includes information about:

Authorized agent accounts

Authorized agent role and tasks

Provider user accounts

Provider user role and tasks

Dual-role users.

Authorized agent accounts

DHS creates an account in the online cost reporting system for the authorized agent during the
organization’s first year of reporting. At the end of March each year, DHS emails the authonzed agent
at the email address they provided to the state when they enrolled as an authorized agent. This emaill
includes directions about the authorized agent’s account, including the user name, temporary
password and instructions to access the system. The authorized agent should save this email for their
records.

DHS sends the reporting notification and account sign-in instructions in separate emails. If the
authorized agent recelves either a reporting notification email or sign-in instructions email (but not
both), the authorized agent should email DHS.DWR Scostreporting@state.mn.us.

If an employee who is not the authorized agent receives a reporting notification, the employee should
email DHS.DWR Scostreporting@state. mn.us.

Sefting up an authorized agent account

The first time an authorized agent signs in to the online cost reporting system, the system will ask
them to reset their password and answer secunty questions they can use to reset their password in
the future. The authorized agent should answer these questions carefully because they are the only
way to access a locked account.

Screenshot 1: Login screen




Please Login

admin

-

FPasewaid

Ecrget password

The sysiem will reguire passwords fo be af least 2 characiers long and conlain af least a combnaton af 3 of the 4 characier Bypes
Loevgs pruppar case Lathars, Mumbsss, and Speoal charaschsrs

Facswrd cxpires in 80 days and will mgquine you 10 change your pessened

Tia make surne you have basl experence possible, thiz sysiem will swppor only e moest up-lo-date version of e Tollewing imemsd
Lokl

» Googe Chiamea
« Nicrosof! Edge
+ Nlozilla Firglox
« Saian

Lismg an oddar or unsupponad inlemed brossser may iBed io wel pages wathin tha sysiam o nol funchion &5 intendad

T wou 0o not have Bn account B kogin 10 the sysiam, please contact your Auhonized Agent

Screenshot 1 shows the login screen for the authorized agent. When logging in as the authorized
agent, the username will always have an “admin.” in front of the email. The login screen also contains
information about password requirements (1.e., at least 8 characters and a combination of 3 or the 4
character types: lower or upper case letters, numbers and special characters), and it explains that the
system only supports the most up-to-date version of Google Chrome, Microsoft Edge, Mozilla Firefox
or Safari.
User passwords expire after 90 days of inactivity, which disables use of the account. However, the
authorized agent may choose to reinstate their password using the password reset features within the
system and answering the secunty questions they answered during their first sign-in.
Deactivating an authorized agent account
If an authorized agent is no longer with the organization or their role has changed, the organization is
responsible to revoke that user's access and deactivate their account. To revoke access, the
organization should send an email to DHS. DWR.Scostreporting@state.mn.us that includes the
verifying information listed in the account support section.
The organization must deactivate accounts within the following timelines:

« |[fthe employee leaves the agency involuntarily, terminate access within 1 hour.

« |[fthe employee leaves the agency voluntarily, terminate access within 8 hours.

e |f the employee Is no longer the authorized agent but still employed with the organization,

terminate access within 1 business day.

Account support
The DHS Cost Reporting Team manages changes to authorized agent user profiles. To request a
change, the authorized agent should email DHS.DWR Scostreporting@state.mn.us.
Before providing information or making changes to an account, the requestor must verify their identity
with the following information in their user profile:
1. User name (i.e., email address).
2. Provider’s federal employer identification number (FEIN).
3. Provider's company name.
4 User’s job fitle.
0. User’s company address:

e Address line.




o City.

e State.

e /Jip code.

Authorized agent role and tasks
The authorized agent is responsible for the overall management of their organization’s cost reporting
platform access through three primary functions:

« User management: Add and maintain access for additional users who need access to the
online cost reporting system.

e Cost report completion: Enter and save the necessary information in their organization’s cost
report by following the instructions in this manual. The authorized agent can complete this task
in collaboration with provider user(s), if applicable.

e Cost report submission: Verify all information is correct, digitally sign and submit the
completed cost report.

User management

The authorized agent can fill out a cost report using their authorized agent account. They also can
create provider user accounts so people in their organization can fill out a cost report. An organization
can have more than one provider user account, depending on the roles in the organization. For
information about provider users, refer to the provider user account section. If the authorized agent
will also act as the organization’s provider user, refer to the dual-role users section.

The authorized agent creates provider user accounts on behalf of staff members in the organization
who need access to the cost reporting platform. The organization determines the process for
requesting and granting this access.

In the past, authorized agents were not able to fill out the entire report with their authorized agent
account. However, this is no longer the case.

Setting up provider user accounts

To create a new provider user account, the authorized agent creates a new contact for the staff
member in the “contacts” section of the online cost reporting platform. The authorized agent should
use an organization-specific email address as the staff member’s user name, if possible (e.g.,
userfdagency.com).

Once the authorized agent enters the required information and clicks “create new contact” in the
system, the system sends an email to the staff member's email address. The email includes the staff
member’'s user name, temporary password and instructions to access the system. The authorized
agents should ensure all provider users save this email for their records.

Screenshot 2: Creating a new contact
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Screenshot 2 shows the contact information page for the organization’s chief executive officer (CEO),
chief financial officer (CFO) and cost report preparer. Only authorized agents can update this
information.
Maintaining provider user accounts
The authorized agent must:

o Review user accounts to verify the owner of each account remains employed by the

organization with duties that require access to the online cost reporting system

e Document the results of the review and retain the information for a minimum of two years.
This review protects the organization’s information that is accessible through user accounts.
Deactivating provider user accounts
If a provider user no longer needs access to the online cost reporting system, the authorized agent is
responsible to revoke that user’s access and deactivate the account.
The authorized agent may activate or deactivate a provider user account by checking or unchecking
the “active” checkbox on the user contact in the “contacts” section of the online cost reporting system.
Deactivating the account revokes all access privileges.
The authorized agent must deactivate accounts within the following timelines:

e |f the employee leaves the agency involuntarily, terminate access within 1 hour

e |f the employee leaves the agency voluntarily, terminate access within & hours.
Cost report submission
For DHS to consider a cost report submitted, the authorized agent must submit the cost report
through their authorized agent account. The cost report cannot be submitted through a provider
user account.
After the authorized agent submits the report as final, the cost report is locked and cannot be edited.
If the authorized agent submits a cost report in error, the authorized agent should email
DHS.DWRScostrepaorting@ state.mn. us.
Provider user accounts
The authorized agent is responsible to create and manage all provider user accounts in their
organization. For information about this process, refer to the setting up provider user accounts
section.
A provider user cannot create their own account. If a staff member needs access to the online cost
reporting system, they must follow the organization’s process to request access from the authorized
agent.
Sefting up a provider user account
After the authorized agent creates the provider user's account, the system sends an email to the staff
member’'s email address with instructions to access the system. The first time a provider user signs in
to the online cost reporting system, the system will ask them to reset their password and answer
security questions they can use to reset their password in the future. The provider user should answer
these questions carefully because they are the only way to access a locked account. The provider
user must answer these questions, not the authorized agent.
User passwords expire after 90 days of inactivity, which disables use of the account. However, the
provider user may choose to reinstate their password using the password reset features within the
system and answering the secunty questions they answered during their first sign-in.
Provider user role and tasks
Provider users can enter and save the necessary information in their organization’s cost report by
following the instructions in this manual. Provider users may view, create, update and delete
information. They cannot submit the final cost report to DHS.
An organization can have more than one provider user account, depending on the roles in the
organization. The authorized agent can also act as the organization’s provider user, by either creating
a new user name or using their authorized agent account (refer to the dual-role users section).
The provider user will enter provider and cost information into the system on the following sections, as
applicable:

e Provider information




Revenues
Salanies and wages
Other benefits
Client and programming support
Day facilities
Vehicles costs and usage
General and administrative
¢ (uestionnaire.
Dual-role users
In some organizations, the authorized agent also may need to fill out the cost report. In smaller
organizations, a single person might act as both the authorized agent and the provider user. In both
cases, the authorized agent can fill out the cost report with their authorized agent account.
Every organization must have one authorized agent account. If the authorized agent is a "dual-role
user” (i.e., both the authorized agent and the provider user), they do not have to set up a separate
provider user account. They can use the same username to complete and submit the report.
Next step
Next, review the general quidance about cost allocation.




